
CyberSolid

Five star security for cyber risks
in construction



Cybercrime continues to grow and has become a global threat to all businesses, regardless of national borders, size or industry. 
According to the Allianz Risk Barometer 2020, cyber incidents are for the first time the most important business risk for com-
panies worldwide. The professionalism of the perpetrators is constantly increasing, technical IT protection measures such as 
firewalls no longer offer 100% protection and employee misconduct is now the main cause of cyber incidents. In this conflict 
area, the transfer of cyber risks has become an indispensable part of corporate risk management.

Cybercrime. The top corporate risk worldwide.

Cyber extortion – Ransomware
Over the past 3 years, ransomware has jumped into the spotlight in the cyber threat landscape of every orga-
nization. Also for the construction industry. On January 30, 2020 a ransomware attack was detected at the 
French multinational Construction company Bouygues. The company was forced to shut down its IT systems. 
It is believed that the hackers requested a ransom of 10 million USD. In addition the hackers published a file 
containing the company’s data.

Key systems
Communication and logistic processes are core systems in the construction industry. If a construction 
company loses control of these processes through a cyber attack, there is a company-wide business inter-
ruption and tension between suppliers and subcontractors.

Dependence on subcontractors and IT service providers
Within the construction industry, companies work together in an increasingly digital environ-
ment. Many project participants, from contractors and subcontractors to architects, engineers 
and surveyors, have access to shared IT platforms or rely on data exchange in a way that is 
unique to the construction industry. The cyber attack on these digital environments auto-
matically affects all project participants and the progress of the entire construction site. 

Data loss
Other industry characteristics include the widespread use of tablets, smartphones or laptops as entry 
points for data theft. Like any company, a construction company also processes and stores sensitive data, 
which is within the scope of protection of the GDPR.

Cyber threats in the construction industry

As the construction industry has largely turned to technology for project planning and operating heavy equipment, it is import-
ant to address the cyber exposures that come with this technology reliance. Although technology creates efficiency in building 
projects and procurement, it also presents a significant risk to a construction organization if faced with a cyber attack.

In many conversations with our construction clients we have identified the following four top cyber threats:
Head office

Cyber criminals attacked an insecure 
website and used a Trojan to block and 
encrypt the enterprize resource planning 
software. All efforts to get the system back 
running failed and the company received 
a demand to pay ransom. Because of this 
incident they suffered a business inter-
ruption and costs for data restoration and 
forensics occured.
 
Insured Loss: 1,350,000 EUR

Construction sites 

On the construction site, cyber sabo-
teurs attacked the machine control sys-
tem of a central crane by a DoS (Denial 
of Service) attack. Due to the attack, 
external IT experts were needed to end 
the business interruption. 

Insured Loss: 150,000 EUR

Cloud and IT service provider 

The planning data of a construction com-
pany was stored by a cloud service pro-
vider. Cyber criminals attacked the cloud 
and successfully stole and published data. 
The data had to be reconstructed and the 
contractors claimed damages.

Insured Loss: 800,000 EUR

Contractor 

Due to a business interruption caused by 
a cyber incident, construction sites could 
not be completed on time. Enforcement 
of penalty claims from building owners. 

Insured Loss: 300,000 EUR

Bidding process 

Due to a programming error in the confi-
guration of the software for submitting a 
bid, no more bids could be submitted. The 
bidding procedure had to repeated. 

Insured Loss: 750,000 EUR

Regulator

An employee of the HR department 
mistakenly sent a mail with sensitive 
data about employee sickness rates to 
various recipients. The data protection 
authority was notified and investigated 
due to this data rights violation.

Insured Loss: 70,000 EUR

Claims examples in the construction industry.
To illustrate cyber claims examples in the construction industry, we consider the following units of a construction company and 
claims we have observed:

These four cyber threats affect the entire industry, but each company also faces individual cyber threats. We would be 
happy to advise you on your own individual cyber exposure.





If you have to answer yes to any of these questions, you should think about covering the cyber risk with an insurance solution. 
We will be happy to advise you and create a tailor-made solution so that you can take advantage of the opportunities offered 
by digitalization without worries.

Do you send or receive wire transfer payments?

Funds transfer fraud is one of the biggest sources for cyber claims & these funds are rarely retrievable yes           no

Do you collect or store personally identifiable information (PII)?

You have notification obligations if sensitive data is lost or stolen (like names, email addresses, billing ad-
dresses, credit card numbers, phone numbers, or health information…)

yes           no

Do any of your employees work remotely?

Logging in from other networks can pose a risk, and RDPs are not immune to attack. Employees may also 
lose devices.

yes           no

Do you store other business-critical information?

Losing access to corporate information (i.e. designs and plans, client contracts, or stock levels, etc.) for an 
extended period of time can cripple your ability to trade.

yes           no

How long can your business operate without access to your computer systems or data?

We have seen clients who are down for 2-3 day in the least, up to weeks or months at worst. yes           no

Do you consider it possible that you or your employees will make a mistake?

The vast majority of cyber incidents involve some kind of human error of oversight. yes           no

Cyber insurance. The comprehensive protection
for your company.
For many organisations, a serious and potentially damaging cyber incident is more a matter of ‘when’, not ‘if’. A cyber insurance 
completes an organisation’s cyber security risk management by providing a broad insurance coverage.

A cyber insurance not only provides coverage for criminal cyber attacks but is triggered 
by any of the following:

 ▪ Data Breach: violation of data protection laws (e.g. GDPR)
 ▪ Network security breach: targeted or non-targeted cyber attack (e.g. computer virus)
 ▪ Operator Error: error or omission that results in a damage of data (e.g. programming error)
 ▪ Technical failure: computer system malfunction (e.g. overheating)

If any of the above is triggered a cyber insurance covers the following:

First-party cyber risk insurance covers you against losses that stem directly from a cyber event. The “first party” is you, the 
insured. First-party cyber insurance covers:

 “Third party” refers to your clients, business partners, vendors, or any other person affected by a cyber event on your compa-
ny’s computer network. Third-party cyber insurance covers:

Crisis management 
costs

Data restoration 
expenses

Business income loss Cyber extortion threats 
and cyber fraud

System failure and 
operator error

Cyber privacy liability Network security 
liability

Regulatory proceedings 
defense costs

Civil fines and  
penalties

Media liability

Cyber insurance self-assessment.
Whether your data is held for ransom, your clients’ financial information is stolen, or your servers fell victim to a hurricane - 
cyber risks are everywhere. And in a world where data exists in digital form, you can not afford not to protect it.

Your traditional lines like property insurance, liability insurance usually do not cover your cyber exposure. 

We recommend to ask the following questions:

First-party cyber risks

Third-party cyber risks
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